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Building an IXP	

______________________________________	

Andy Davidson                                   Hurricane Electric / LONAP / IXLeeds	

andy@lonap.net                                    APNIC, Delhi, India – February 2012	


Agenda	


•  Part 1 : How to Build an IX	


•  Before you buy a switch	


•  After installation, before customers	


•  Turn up customers!���

•  Part II : Practical Route Servers	
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Photo courtesy  
Orange County Archives 

Nomadic Lass - http://www.flickr.com/photos/nomadic_lass/5416543588/	
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Jason Jones - http://www.flickr.com/photos/jjay69/4050881930/	
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Spanning Tree	

MRP	


Flex Links	


EAPS	

Trill	

one day!	


VPLS	


Mike Zebble - http://www.flickr.com/photos/zebble/6080622/	
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(c) LONAP	
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Ian Harvey, AQL - Photograph of Salem DC2, Leeds - colocation of IXLeeds	
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(c) LONAP	
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Public	

5 Min Interval	


Private	

1 Min Interval	
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Cabling	


Quarantine	


Connection	


Monitor	


Announce	


New
 cu

sto
mers

!	


Magnus http://www.flickr.com/photos/magh/2159613408/	
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Naoya Fujji - http://www.flickr.com/photos/naoyafujii/3327996845/	
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sharyn morrow - http://www.flickr.com/photos/sharynmorrow/1923985105/ 

Election night crowd, Wellington, 1931. Alexander Turnbull Library	
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From: noc@clevernet.net.uk!
To: support@lonap.net!
Subject: Clevernet Route Server!

Dear Colleagues,!

Please can I ask that AS65534 turn 
up  sessions  facing  the  IXP  route 
server.  My  AS-SET  is  AS-CLEVERNET 
for v4 and v6 routes.!

My  router  is  at  193.203.5.x,   
2001:7f8:17::FFFE:1.!

Yours, CleverNoc!
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router bgp 123!
!no bgp enforce-first-as    (- very important for route servers)!
!neighbor lonaprs peer-group   (- own group recommended)!
!neighbor lonaprs remote-as 8550!
!neighbor lonaprs description LONAP MLP!
!neighbor lonaprs route-map lonap-rs-out out!
!neighbor lonaprs route-map lonap-rs-in in!
!neighbor lonaprs maximum-prefix 20000!
!neighbor 193.203.5.1 peer-group lonaprs!
!neighbor 193.203.5.2 peer-group lonaprs!

route-map lonap-rs-out!
!match as-path 10       (- or however you prefix filter)!
!set community xxx!

route-map lonap-rs-in!
!set local-preference 1000    (- or whatever you use for peers)!

protocols {!
   bgp {!
      group lonap-rs {!
         peer-as 8550;!
         description “LONAP Route Servers”;!
         family inet {!
            unicast {!
              prefix-limit {!
                 maximum 20000;!
                 teardown 99;!
              }!
            }!
         }!
         import [ lonap-in rejectpolicy ];!
         export [ as65534 bgp_customers aggregate rejectpolicy ];!
         neighbor 193.203.5.1;!
         neighbor 193.203.5.2;!
      }!
   }!
}!
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operator@thdo-bdr-8> show bgp summary | match 8550 193.203.5.1            8550      42732      40417       
0       1     1w5d13h 243/3185/3185/0      0/0/0/0193.203.5.2            8550      48666      40795       0       
1     1w4d14h 1567/3064/3064/0     0/0/0/0!

peering-3#sh ip bgp sum | i 8550193.203.5.1     4  8550   39530   39417 
141140751    0    0 1w5d         3120193.203.5.2     4  8550   22866   18437 
141140751    0    0 1w4d         3048!

Old Member:	
 New Member:	
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Send my prefix (e.g. deaggregate, or 
selective policy) only to certain peers	


65534:their-as	


Hide my prefix from transit 
customer 0:their-as	


Accept Prefix	

Do nothing. Have a nice day. 	


Reject prefix.  Build an as-path list of 
asn to filter, reject.	
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Rich Renomeron - http://www.flickr.com/photos/rrenomeron/2834296612/	


Hygienic Peering	


•  Enforced IRR database filtering on MLP ���
(you do not need to filter the MLP)	


•  Required to peer with several MLP servers ?	


•  Config change via automation system to 
reduce human error impact	
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Correct Compatibility Mode	

AS23456 in AS_PATH. NEW_AS_PATH attribute added.	


Correct 32 bit ASN properties	

(AS4_PATH, adjacent to AS999999)	


How we do it at LONAP…….!	
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Configure AS/AS-Set	


Iterate over configured peers	
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Generates neighbors per peer	


And filters	


Use the FULL CONFIG	

in the notes	


Shortcut for peer filtering	


OpenBGP	


Bird	
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End	

Site	


Transit	

A	


Transit	

B	


Peer	

C	


IX���
MLP	


Originates	

10.0.0.0/24	


End	

Site	


Transit	

A	


Transit	

B	


Peer	

C	


IX���
MLP	


Originates	

10.0.0.0/24	
 Best Path	
 A filters C	
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End	

Site	


Transit	

A	


Transit	

B	


Peer	

C	


IX���
MLP	


Originates	

10.0.0.0/24	
 A filters C	


A	

C learns path via B	


Best path per RIB	


B	
 C	


Bird	
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OpenBGP	


Any Questions?	



